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« OSI Layer 3 tunneling protocol:
* Uses IP for transport

« Uses an additional header to support any other OSI Layer 3 protocol as payload (e.g., IP,
IPX, AppleTalk)




Srot | Identifies the type of payload;
Default GRE Header EtherType 0x800 is used for IP
° 2 3 Identifies the presence of
optional header fields

Tunneling of arbitrary OSI Layer 3 payload is the primary goal of GRE
Stateless (no flow control mechanisms)

No security (no confidentiality, data authentication, or integrity assurance)
24-byte overhead by default (20-byte IP header and 4-byte GRE header)




IP Transport
Network

interface Tunnel 0O interface Tunnel 0
ip address 10.1.1.1 255.255_.255. 252 ip address 10.1.1.2 255.255_.255_252
tunnel source Seriall/0 tunnel source Serial0/0
tunnel destination 15%2.168.5.5 tunnel destination 192.168.3.3
tunnel mode gre ip tunnel mode gre ip

* GRE tunnel is up and protocol up if:

*  Tunnel source and destination are configured

e Tunnel destination is in routing table

»  GRE keepalives are received (if used)

*  (GRE is the default tunnel mode.
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«IPsec is the only standard Layer 3 technology that provides:
+  Confidentiality
Data integrity
Authentication
Replay detection




Phase | SA (ISAKMP SA)
Main Mode Aggressive Mode
(6 Messages) (3 Messages)
New IPsec Tunnel or Rekey

Optional Phase 1.5: Xauth and Mode Config

Phase Il SA Phase Il SA
(IPsec SA) (IPsec SA)

Quick Mode - .- Quick Mode

. Protected Data B c Protected Data D _
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Branch Office

Internet
VPN Server

«  Dynamically updated: Internal IP address | +  Centralized control:

Central services and securit » Configuration and security policy

policy Y Internal network mask pushed at the time of the VPN
tunnel establishment

Offload VPN function from local Internal DNS server

devices

. . Internal WINS server
Client and network extension

mode Split tunneling
IPsec transforms
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int tunnel 1
ip address 192.168.1.1 255.255.255.0
ip nhrp network-id 1
ip nhrp authentication cisco
Ip nhrp map multicast dynamic
tunnel source Serial0/0

tunnel mode gre multipoint
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int tunnel 1

ip address 192.168.1.2 255.255.255.0

ip nhrp network-id 1

ip nhrp authentication cisco

ip nhrp nhs 192.168.1.1

ip nhrp map 192.168.1.1 203.1.1.1
ip nhrp map multicast 203.1.1.1
tunnel source Serial0/0

tunnel mode gre multipoint
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int tunnel 1

ip address 192.168.1.3 255.255.255.0

ip nhrp network-id 1

ip nhrp authentication cisco

ip nhrp nhs 192.168.1.1

ip nhrp map 192.168.1.1 203.1.1.1
ip nhrp map multicast 203.1.1.1
tunnel source Serial0/0

tunnel mode gre multipoint



e & S

4

« BB AN: AR OES S _Eshow ip nhrp brief, BE GG 45 S ERIEILER.

o WRAHES|ANIPSec®, A]LAIESEStunneliz D FRCE "B O -9 454 tunnel
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profile.



User EXEC Mode Router>enable
Ctrl-Z (end)

Privileged EXEC Mode Router#fconfigure terminal

Global Configuration Mode Exit

Configuration
Mode

Interface Router (config—-if) #

Prompt

Subinterface Router (config—-subif) #
Controller Router (config—-controller) #
Line Router (config-line) #

Router Router (config—-router) #
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